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I accidentally fell asleep on my laptop and now 
the battery’s dead for my risk report to the Board 
at 7am. When I got out of bed this morning, I 
tripped on my kids’ Legos and dropped steaming 
hot coffee all over my shirt while staggering out 
the door. I could tell it was going to be a dreadful, 
horrid, inefficient, very bad day.
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Then I arrived at the office. During the board meeting, our 
sales team said order numbers increased 150% this month, 
the legal team said it won two intellectual property cases, 
and the engineering group said one of our new products 
would be manufactured ahead of schedule. All I could show 
in my presentation was more organizational risk that went 
unnoticed until a week ago.
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I think I’ll move to Hawaii. 
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At our operations meeting, I said we would continue 
to uncover reputational, legal, regulatory, operational, 
and financial problems after the fact, without the right 
resources and technology in place to help pro-actively 
find and manage risks. 
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I could tell it was going to be a dreadful, 
horrid, inefficient, very bad day. 
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Back at my desk, I reviewed emails and 
discovered a big problem with one of 
our corporate social media accounts. 
An employee tweeted something about 
the company that isn’t true, and now 
customers and suppliers are unhappy. 
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Terrific. It’s a brand new 
reputation nightmare. 
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At my next meeting, a compliance officer told  
me a number of our employees recently sent  
text messages from their smartphones to our 
clients, even though that’s prohibited by our 
corporate policies.  
 
Regulators and our legal team now want records 
of these text messages, but we don’t have a way 
to find and produce them, because we don’t 
archive text messages. I’ve heard text messages 
are business communications that need to be 
archived, but we didn’t know our employees were 
texting clients. I guess that makes sense, though. 
Some of our clients say they would prefer to 
communicate via text when they have questions, 
so it’s possible they’ve texted us first to kick off a 
conversation. Who needs this type of problem? 
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I thought again about moving to Hawaii.
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At lunchtime, guess whose team only had more risk problems to discuss? Our chief legal counsel told  
me we were being sued by a competitor and we would need to begin the e-discovery process immediately 
to find all relevant communications related to the case by next month. I told him it would take longer 
because we don’t have those records in one place, and will need to hire external help to find them.
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It was a dreadful, horrid, inefficient, very bad day. 
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In the afternoon, I looked through more emails and found another area 
of risk. There’s a ‘deceptive advertising’ complaint about our website, but 
I discovered we haven’t properly retained our website records, so nobody 
can view this vital part of our corporate history to ensure we’re following 
legal and advertising rules. “We can work on this next week,” said our 
Chief Compliance Officer (CCO). 
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Next week, I’m 
moving to Hawaii. 
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During a coffee break, I got a call from our HR 
director. She said there was a huge problem 
because it seems one of our employees 
embezzled from the company, and HR has four 
months worth of emails to prove it. Then the 
CCO texted me to say the problem was worse 
than expected, and asked why didn’t I catch this 
activity in company emails much earlier.
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I am having a dreadful, 
horrid, inefficient, very bad 
day, I told everybody. 
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I called my friends in risk management to ask them 
what they do to help identify risk in their companies 
before it’s too late. Jane said her IT team built an 
in-house solution, but that seemed too difficult to 
update and maintain.  

Joe said his company uses email archiving, but he 
has different vendors for social media and instant 
messaging. He said he would implement another 
archive for text messaging soon. I told him that 
seemed too complicated. I don’t have time to 

wade through several 
locations to piece together 

information. Besides, what 
happens if one conversation 

takes place over email, social 
media, and text messaging?



18

I want a solution that can capture and 
monitor all digital communications 
content in one place. If I can’t find a 
solution that can help me spot and 
handle risk, I’m moving to Hawaii. 

This has been a dreadful, 
horrid, inefficient, very  
bad day.
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In the evening, there were Brussels sprouts for 
dinner, and I hate Brussels sprouts. 
 
The Bachelor was on TV, and I hate The Bachelor. 
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My shower was cold. I got shampoo in my 
eyes, then my contacts fell down the drain, 
and I could only find my wool pajamas to 
wear to bed. I hate those itchy pajamas.

When I went to lie down, the dog crowded 
me to the edge of the bed. When I finally 
fell asleep, my wife woke me three times to 
tell me to stop snoring. Then I accidentally 
bit my lip.

It was a dreadful, horrid, inefficient,  
very bad day. Many say that in a Chief Risk 
Officer’s (CRO’s) world, some days are  
like that. 
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Even in Hawaii.
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How can you prevent  
this dreadful type of day? 

These days, it’s not enough for your organization 
to simply manage risk after the fact. You must 
spot it as soon it happens to prevent it from 
spiraling out of control. 
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Most companies have a function tasked full time with 
measuring and handling risk. This department may 
be supervised by the CRO or the legal department, 
and include others who oversee specific areas of 
risk, including operational, market, compliance, and 
reputation concerns. Business-line managers may also 
address the broader risk-management issues in their 
specific area of expertise. 

Despite the increased organizational focus on broad 
risk-management issues, many companies still lack 
best practices and technology solutions to deal with 
one facet of business that inherently carries high levels 
of risk: the many flavors of electronic communications 
shared internally and externally with colleagues, clients, 
prospects, business partners, third-party vendors, and 
even the general public.
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Getting a good handle on supervision of your company’s 
electronic communications data can help you realize more 
effective risk detection, mitigation, and management in the 
long run. 

In fact, if you follow the seven principles below, you can 
dramatically decrease the number of times you’re caught off 
guard by serious risks from ungoverned use of electronic 
communications. 

For your company’s electronic communications, it’s best to 
have the following in place:

1. A Sound Data Governance Framework
A key marker of a company that manages risk well is one 
that has a smart data-governance foundation in place. 
This foundation must include solid control over electronic 
communications data.
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Overall, a governance structure addresses 
the objectives, guiding principles, and 
action plans that explicitly demonstrate 
how the company will manage risk. A 
governance plan also identifies the key 
decision-makers and managers within 
the organization who will meet regularly 
to discuss risk-related challenges and 
carry out action steps. Your governance 
framework should explicitly state who 
supervises and manages electronic 
communications risk for regulatory,  
legal, and marketing purposes.
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Your governance foundation should address the following questions related to  
electronic communications: 

•  Who are the key decision-makers in your organization regarding response to risks found 
in your company’s email, social media, text messages, and website?

•  Does your company have the appropriate working groups or committees in place that can 
address ongoing areas of risk in these types of communications?

•  Which types of risk found in electronic communications requires escalation to key 
decision makers? How quickly should issues be escalated?

•  Who else besides key decision-makers should receive notice about areas of serious risk 
found in electronic communications?

•  When things go wrong and you find something troublesome in your company’s electronic 
communications, are your key decision-makers aware of the causes of the problem? How 
are those causes addressed in the long term?

•  Is there a system in place to help continually improve risk identification and escalation in 
different communications channels, including social media and text messaging?
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2. A Culture of Risk Awareness
While your company will have key decision-makers who are responsible for risk management, 
your governance structure must allow other employees to speak up and respond efficiently when 
they notice unusual, worrisome, or unexpected activities and events related to your business. 

This type of culture is influenced strongly by decision-makers, including the CEO and CRO. 
Senior decision-makers who spend time educating their legal, compliance, HR, marketing, and 
other departments about specific areas of risk, including electronic communications risk, will 
positively affect this process. All employees should know they have a part to play. Everyone is 
on the front line of risk prevention in the digital age. This is especially relevant to electronic 
communications, because everyone uses some form of it every day to get work done. 

3. A Culture of Compliance
Companies that handle governance and supervision of electronic communications really well 
don’t view regulatory requirements merely as obligations where they need to check the box to 
stay out of trouble. Instead, they see compliance and electronic communications surveillance as 
an opportunity to foster better business insights and decision-making. They go beyond what’s 
required for regulatory compliance. Also, if your company has stringent policies, procedures, 
testing, and enforcement in place for electronic communications compliance, why not use these
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practices to support knowledge-sharing in other areas of the business? For instance, if your 
company must use an archive to retain and monitor electronic business communications for 
regulatory purposes, why not make that archive available to other departments that need to 
manage different types of risk besides compliance? Use every opportunity available to get value 
from key data, so it can help you better evaluate company-wide risk.

4. Sound Knowledge of Your Company’s Risk Profile
Well-functioning companies have a high level of awareness about the types of risks they may 
encounter on a short- and long-term basis. They also have a good idea about the steps they will 
take when they do encounter risk, especially the high-profile risks often found in email, social 
media, and corporate websites.

Not all companies will have the same risk profile and risk-mitigation tactics. Certain action 
plans may make sense for one company, but not suitable for another. For example, a technology 
company may focus more on operational risks, while a financial services firm might focus 
more on compliance risks because they can carry heavy fines or sanctions. (Note: electronic 
communications that have gone wrong can impact every type of risk within your organization). 
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5. A Constant Drive for Efficiency
Most risk departments and CROs face the task of performing effective risk management with 
limited resources and staff. In addition, a constantly changing regulatory, technology, and 
business environment makes these restrictions seem especially challenging. 

Companies that handle uncertainty and change in stride tend to manage their risk, regulatory, 
and legal requirements effectively over the long term. If the risk department has a tight budget, 
collaboration and sharing of risk-detection resources with other departments can be a big 
help. For instance, the compliance team may be able to extend the comprehensive electronic 
communications archiving platform it uses for regulatory purposes to the legal team, for use 
with early case assessment or e-discovery in the event of an investigation or litigation. (See #6 
below for more detail). 

6. Innovative Technology that Supports Your Role
While a risk department or CRO may use various technology tools to analyze data for risk 
detection, much of the root cause of operational, financial, compliance, and legal risk starts 
with people. Whether an individual or group takes malicious or unintentional action that 
results in risk to the company, the trail of error is often found in communications shared via 
email, social media, text messaging, instant messaging, corporate website content, and so on.  
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Many companies now look to comprehensive archiving and monitoring of their employees’ 
electronic communications to spot risk and mitigate it before it becomes a big problem. Since 
your compliance department may already have a requirement to retain and supervise electronic 
communications, it makes sense to broaden the use of archiving and monitoring across other 
business requirements. 

A comprehensive archiving platform can help a company do the following: 

• Analyze communications data in more meaningful ways to identify emerging risks quickly 
and accurately across legal, compliance, marketing, human resources, operational, and 
finance teams.

• Eliminate white noise. Irrelevant communications do not have to waste precious company 
time. A comprehensive archive can be set up to surface and escalate only the conversations 
that require further review by a key decision-maker.

• Reduce repetitive or time-intensive and costly risk-management tasks. When an 
organization is under investigation, faces a lawsuit, or is in the process of an audit, time is 
critical. Many organizations do not have immediate access to the communications records 
required for review in these situations, leading business-line managers to hire external 
resources to find, sort, and make sense of the data. This can result in hundreds of hours of 
costly manual labor that could be avoided if the company used an archive to index all digital 
communication for fast search, review, and production of information.



31

• Become more sophisticated over time in managing key risk areas. A comprehensive 
electronic communications archive can be implemented to meet the specific risk 
requirements of your organization. For example, you can create policies that monitor 
for money laundering, insider trading, employee harassment, market manipulation, 
libelous statements, or even employee misuse of a communications channel prohibited 
for business use. As your company encounters new types of risk, unique policies can be 
immediately added and adjusted to suit the changing dynamics of your business and 
industry.

When your company uses a comprehensive archive to retain and monitor communications, 
mitigating communications risk becomes more like directing traffic in the middle of a busy 
New York City intersection. Problems will occur, but they will be detected and managed 
before they become critical accidents.

7. A Commitment to Constant Improvement
The final key element in an effective risk-management program is a commitment 
to undergo continual analysis of systems and processes. This is a long-term 
undertaking, but it’s one that’s vital to long-term improvement and success.  
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Evaluate your answers to the following questions on a regular basis: 

•  In what specific instances has your company fallen short of its goals for risk management?

•  How many high-profile risk problems or crises has the organization encountered within the 
past year? In the past six months? Where and when do they occur?

•  In each high-profile risk area, how quickly did the organization deal with the situation? Was 
the reaction too quick, or not quick enough? Was the response and action plan well thought 
out? Do you have the supportive systems and technology in place to effectively handle risk?

•  Is the organization managing the most important risks?

Effective risk management is a difficult and constant challenge because of the ever-changing 
and growing sources of risk. Risk within electronic communications is particularly perplexing 
because of the increasing volume of messages and diversity of channels your employees have 
available to them to communicate. 

However, with these seven key principles in place, your company will be on the right path to 
managing risk. A comprehensive archiving solution can also be your most valuable resource to 
help you detect risk and mitigate its impact on your organization. 





Smarsh© delivers a comprehensive and integrated stack of information archiving 
applications and services that help companies protect themselves and manage risk. 
Its centralized platform provides a unified compliance and e-discovery workflow 
across the entire range of digital communications, including email, public and 
enterprise social media, websites, instant messaging and mobile messaging. Founded 
in 2001, Smarsh helps more than 20,000 organizations meet regulatory compliance, 
e-discovery and record retention requirements. The company is headquartered in 
Portland, Oregon, with offices in New York City, Boston, Raleigh, N.C., and London.
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